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Fig. 1.  ENF measurement using Chirp-Z method. 

 

 

 

 
 
Fig. 2.  ENF measurement using ESPRIT method. 

 

 

 

transform (STFT) is used for visual comparison of extracted 

electric network signal with the plot determined based on the 

ENF database. The questioned recording should be previously 

down sampled to e.g. 120 Hz., which can allow using popular 

editing software to compute and observe spectrograms. This 

method is useful in general assessment whether ENF is present 

in the recording and in assessing disturbances introduced to 

the signal. Visual analysis can also help to determine if there is 

more than one ENF, which indicates that the recording could 

have been copied using analogue path.  

Zero-crosses measurement method can also be used to 

obtain frequency values. It is recommended to use original 

sampling frequency rate and to remove DC component. 

Narrow bandpass filter is required as well. This method is used 

in power system frequency measurement [20] and is applied to 

pure sinusoidal signal. However in real case examples clear 

ENFs are not observed. Unwanted noise, amplitude 

fluctuations and higher order harmonics cause problems with 

implementation of this method.  

In frequency domain, one can compute FFT over short time 

windows, measure the maximum value around the 50 Hz and 

compare questioned samples with database [17]. Electric 

network frequency variation is about 200 mHz and the 

measurement accuracy in PSE-Operator S.A. database is in 

range of 1-1,5 mHz [5]. There is a problem with achieving 

such accuracy and time resolution using Fourier transform of 

down sampled signal with e.g. 240 samples per window (with 

50% overlapping).  

Due to described circumstances, the use of Chirp-Z 

Transform (CZT) was proposed. This method, also called 

frequency zoom technology, was widely explored and applied 

in frequency measurement for power systems [10]. While 

Discrete Fourier Transform (DFT) algorithm evaluates signal 

z-transform on a circular way with unitary radius, the CZT 

uses a spiral path. This transform does not require analysis of 

the entire spectrum with the same resolution and is not 

dependent on the size of window. The main parameter is the 

ratio between analyzed spectral windows and the sampling 

frequency [1]. This means that the spectral resolution can be 

improved without increasing the length of observation 

window. Disadvantage of Chirp-Z Transform method is the 

computational effort (N
2
), which is higher than required by the 

Fast Fourier Transform (FFT) (Nlog2N), and this may limit its 

application. However it is possible to compute CZT using 

algorithm based on three FFTs: two direct and one inverse 

[24]. 

Another way to obtain accurate frequency measurement 

from evidence recording is using parametric spectral 

estimation. Frequency measurement problem in power systems 

has been described and two methods: MUSIC (MUltiple 

SIgnal Classification) and ESPRIT (Estimation of Signal 

Properties through Rotational Independent Transformation) 

have been chosen as a good alternative to traditional Fourier-

based techniques [19]. Both methods are based on 

eigendecomposition of a sample data covariance matrix. 

ESPRIT method is found to be more accurate and 

sophisticated than MUSIC according to real forensic cases, 

where measured signal could be modeled as a sinusoid damped 

in white noise [22]. ESPRIT is a signal subspace method 

where a sinusoid corresponds to a rotation of a complex 

phasor in the time domain. Identifying the frequencies is 

achieved by identifying this rotation [6]. 

The above methods were implemented in a real case 

example. Recording was made on April 24, 2007 between 3:37 

PM and 4:00 PM. The battery powered HHB PDR-1000 

digital audio tape recorder and the series 4000 DPA miniature 

microphone were used. The 23 minutes of conversation has 

been stored without compression with 16-bit resolution and 

48 kHz sampling rate, followed by sample rate conversion to 

120 Hz. Electric network frequency values were obtained from 

PSE-Operator S.A. database for a day when recording has 

been made. To avoid the influence of disturbances, signal was 

filtered using Butterworth band pass filter in a range from 

48 Hz to 52 Hz. Two described methods were used to measure 

frequency values: CZT and ESPRIT. Short window size of 240 

samples with 50% overlapping were used to achieve a good 

time resolution. According to these assumptions, it was unable 

to obtain accurate frequency values using Fourier transform 

only due to theoretical resolution for that window at about 

250 mHz.  
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Comparing the outcomes with frequency values obtained 

from PSE-Operator SA database gives the mean absolute error 

of 0,81 mHz for CZT method and 1,32 mHz for ESPRIT 

method. As can be seen on Fig. 1 and Fig. 2, the ENF patterns 

are almost identical, when comparing the results obtained by 

using CZT and ESPRIT with the one given from power system 

operator database.  

III. VISUAL INSPECTION OF TIME-FREQUENCY PLOTS 

Graphical spectral analysis can also be used for tampering 

detection in digital audio recordings. Although, short-time 

Fourier transform was applied in visual inspection of ENF, as 

mentioned in section 2, it can be used in case of integrity 

analysis of sinusoidal and harmonic signals with slow 

changing frequency. Disturbances like fan hum, engine sound 

or horizontal synchronization frequency in video cameras are 

accidently present in forensic recordings. Cutting out a part of 

evidential conversation also breaks the continuity of these 

interfered signals, which causes phase change and is visible on 

a spectrogram [2]. Speech signal integrity can be investigated 

basing on temporal spectral measurement, especially in the 

case of vowels. Slight changes within single words or phrases 

causing modification of the meaning could be detected. But 

the key point is readability of spectrogram, which means a 

good resolution in time and frequency as well as good 

concentration of the signal component and no misleading 

interference terms.  

As it is known in the case of short-time Fourier transform, 

there is a trade-off between time and frequency resolutions. A 

good time resolution requires a short window, but a good 

frequency resolution requires a narrow-band filter so in this 

case a long window is required. These two conditions cannot 

be simultaneously granted. The above limitations are a 

consequence of the Heisenberg-Gabor inequality [3]. 

Overlapping windows make STFT segments mutually 

dependent. Using different types of windows to minimize the 

effect of cutting analyzed signal has an influence on readability 

of spectrogram as well.  

Time-frequency transform, which can give better resolution 

is Wigner-Ville distribution (WVD) that satisfies a number of 

desirable mathematical properties. Although, the signal term is 

well localized in the time and frequency plane, other terms are 

present at positions where the energy should be null. The 

interferences appear due to the bilinearity and quadratic 

structure of the WVD. These terms oscillate perpendicularly to 

the line joining the two points interfering, with a frequency 

proportional to the distance between these two points [21]. 

Nevertheless, they can often be reduced, while preserving the 

time and frequency shift invariance property by a two-

dimensional low-pass filtering. This smoothing operation is a 

tradeoff between time-frequency resolution and good 

interference attenuation. Smoothed Wigner-Ville distributions 

are also applied to multi component analysis like a speech 

signal [11]. Smoothed-pseudo WVD allows a continuous 

passage to the spectrogram, under the condition that the 

smoothing functions are Gaussian. 

Fig. 3.  Spectrogram of a part of Polish spoken tampered phrase “I am guilty”. 

Fig. 4.  Reassignment spectrogram of a part of Polish spoken tampered phrase 

“I am guilty”. 

 
Fig. 5.  Reassignment method applied to smoothed-pseudo Wigner-Ville 

representation of a part of Polish spoken tampered phrase “I am guilty”. 

 

 

As a complement to solutions above, a reassignment method 

can be used to improve the readability of a signal 

representation. According to the previous distributions, time-

frequency domains are delimited to the vicinity of the TF 

point, which constitutes geometrical center of the domain. 

Reassignment method changes the coordinates of this point to 

the center of gravity of the domain, which is more 

representative of the local energetic distribution of the signal. 

In addition to retaining the squared modulus, as in the case of 

spectrogram, this method also preserves the phase information 

of the short-time Fourier transform. The reassignment method 

can be considered as a smoothing, with a main purpose to 

reduce oscillatory interferences, but it causes the smearing of 

the localized components and a squeezing of the contributions 

that survived the smoothing [3], [4]. 
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 To visualize the use of time-frequency analysis in 

authentication of digital recordings, a controlled forgeries were 

made. From recorded phrase “I am not guilty” spoken in 

Polish, a word “not” has been removed, which completely 

changes the meaning of the sentence. Time duration of the 

recording was 2048 samples with 8 kHz sample rate. Short-

time Fourier transform and smoothed-pseudo Wigner-Ville 

transform were computed with reassignment versions 

respectively. 

By using the STFT it is hard to distinguish a tampering 

mark, which occurs near the 1200
th

 sample, from impulse-like 

disturbances (Fig. 3). Applying the reassignment method 

improves readability of the figures and allows detecting the 

positions, where speech signal components are deformed 

slightly, which might be an indication of tampering (Fig. 4). 

Smoothed-pseudo Wigner-Ville distribution with applied 

reassignment method reveals remarkable interferences. 

However the traces of tampering still remain visible (Fig. 5).  

 This kind of analysis could be helpful in authentication of 

recordings, however it is not recommended to rely solely on 

this investigation. 

IV. ANALYSIS OF COMPRESSED RECORDINGS 

Recently much attention is paid to authenticity analysis of 

video and images. Several solutions have been proposed for 

detection of double quantization in digital video that results 

from double MPEG compression or from combining two 

videos of different qualities [13]. Other described methods are: 

blocking periodicity analysis in JPEG compressed images 

where the periodic blocking artifacts, due to differences in 

quantization errors between neighboring blocks, can be seen as 

an inherent feature in JPEG compressed images [9], and 

detecting traces of JPEG image resampling [12]. 

Unfortunately, there is no possibility to adapt these methods 

in analyzing compressed audio files. This is due to differences 

between compression algorithms. Perceptual audio coding 

techniques like MPEG Layer 3 (MP3) divide samples in time 

domain into frames with 50% overlapping and use floating 

point operations in quantization process, whereas JPEG 

compression is without overlapping and uses quantization 

table with integer numbers [18]. Although, it is impossible to 

convert tampering detection algorithms from image and video 

to audio recordings analysis, there is a way to adapt the idea of 

encoders investigation by implementing “inverse decoder” 

[15].  

In MPEG Layer 3 encoder a sequence of 1152 input 

samples are poliphase filtered into 32 equally spaced 

frequency subbands depending on the Nyquist frequency of 

compressed signal. After that modified Discrete Cosine 

Transform (DCT) is applied to each time frame of subband 

samples and the 32 subbands are split into 18 thinner subbands 

creating a granule with a total of 576 frequency coefficients. 

To reduce artifacts caused by the time-limited operation on the 

signal, the windowing is applied. Depending on the degree of 

stationarity, the psychoacoustic model determines which of 

four types of window is used.  

 
 

Fig. 6.  Number of active coefficients in a function of frame offset. 

 

When encoding process is applied, a number of spectral 

coefficients are quantized which causes an assignment to zero 

value. This is the key point in authentication of digital audio 

recordings, because the troughs in the spectral representation 

are only visible, when identical offset for spectral analysis is 

used [15]. There is also need to apply a correct spectral 

decomposition with almost the same analysis filterbank and 

window shape as used during the encoding process. That is 

because MPEG Layer 3 specification does not define the exact 

steps for encoding input data. The algorithm in encoders can 

therefore function quite differently and still satisfy the 

standard. 

As an example of the above properties, a number of active 

coefficients were computed related to the frame offset as 

described in [18]. A free MPEG Layer 3 encoder was used 

with 128 kbps constant bit rate and 44,1 kHz sampling rate 

frequency. Normal window was applied to compute the 

spectral coefficients. It is shown in Fig. 6 that the 

synchronization occurs only for the multiples of 576 samples. 

Any modification of compressed audio file, including cutting 

off or pasting a part of audio recording would cause a 

disturbance in this regularity and could be easily detected. It is 

important to analyze recordings with every one of four types of 

windows and to know what algorithmic solutions were 

implemented in the encoder.  

V. SUMMARY 

The methods presented in this paper can be successfully 
applied by forensic experts to detect tampering of digital audio 
recordings. Electric network frequency analysis approach is 
nowadays well known however, it could be improved by using 
more accurate and noise insensitive frequency measurement 
methods than just a simple Fourier transform. The spectrogram 
analysis is also a tool commonly used by forensic experts but 
in many cases one should not rely on it; especially when visual 
observations indicate no traces of tampering. In spite of these 
drawbacks, visual time-frequency analysis could still be used 
during authenticity analysis, and readability improvement 
methods could be implemented. The third described solution 
which regards analysis of compressed audio files is a very 
reliable tool. However widespread usage of this method 
requires more thorough research, especially in case of 
algorithmic differences between particular types of encoders. 
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Further work shall be done in the area of spectral distance 
measurement in the time-frequency plane using described 
transforms. The analysis of encoding algorithms implemented 
in commercial portable recorders in case of authenticity 
investigation will be a goal as well. The final results are 
planned to be described in author’s dissertation.  
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